
Managing Domain Name Scams

Have you ever received an email asking you to do something regarding your domain and 

you weren’t sure if it was legit?  We have and we certainly know it can be confusing. On 

one hand, you want to make sure all settings and financials are up-to-date regarding your 

registered domain. However, if the request for renewal or updates is coming from an

illegitimate source, it is likely a domain name scam.

Fraudulent parties will attempt a domain name  scam to trick you into giving them money. 

They will tell you that you need to buy, renew or convert a domain name even though they 

have no access to your registered domains or their associated accounts. The scammers 

may attempt to contact you via email, mail, fax or a combination of any of those three. 

With some simple precautions, you can avoid becoming a victim. 

First, it is important that you or someone at your organization knows who your host and 

domain registrar is. If you receive a suspicious email, NEVER click on links inside the email. 

Instead, open a browser and log into your domain registrar account and check the status 

of your domain there. Any updates that need to occur regarding your domain should be 

posted directly within the account.

Second, make sure your administrative email is up-to-date. The registered admin of the

domain will receive email updates from the domain registrar at that email address. If you 

get emails about your domain at a different address, this could be an indicator of fraud.

Most importantly, keep records of the company you registered your domain with, when it 

will expire and who the admin is. If you know those three things, a fraudulent email regarding 

the renewal or updates to your domain can quickly be identified and dismissed. 
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